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Background

Perspective of delivering solutions for commercial 
projects

High-level overview of compliance, technology and 
business process challenges

Experience of service provider, mobile application 
development and sponsor



Overview

Some of the validation challenges stay the same, 
whether we are using mobile technology or not

Some things change!

Identify and focus on the aspects that are different



About our speakers …

Mark Stevens 

Mark has a successful track record in delivering complex 
projects to a range of different customers within the regulated 
life science industry. Graduating as a Chemical Engineer in 
1994, his career has so far included design engineering, 
commissioning / validation, project management and a whole 
range of business critical GxP Compliance consulting projects 
around the world.

Mark has been working with a variety of GxP compliance 
mobile application projects since 2008 in the EU and US.

Phil Harrison

Phil is a chemist by background, now a specialist in QMS and 
in the validation and compliance of Information Systems used 
in the Pharmaceutical Industry. He has more than 20 years’ 
experience in large organisations operating in a GxP 
environment, covering R&D and API manufacturing. Phil has 
helped clients to implement pragmatic and practical solutions 
to a wide range of GxP compliance and validation issues. He 
also manages Formpipe.GxP’s own QMS covering software 
development in line with GAMP® 5 recommendations.



GxP mobile application

experience

Since 2008

Global mobile network providers

Cold chain supply

Mobile app developers to 
blue-chip corporations

Hosted data centre providers

SaaS providers



The opportunity

Rapidly emerging technology
with clear business benefits:

• Cost

• Accessibility and availability

• Converging / Combination
health solutions

• Competitive advantage

• Disruptive opportunity – high-tech, 
innovation companies gaining 
traction in healthcare (e.g. Google)



The big questions

Who is going to pay for it?

Location, ownership and
responsibility of data

What is the ultimate scope
of the application (geographic, medical 
use, user dependency, environment)

What is driving the project? Who
benefits?



The big answers…

Is there a robust business case for the mobile 
application? What is the purpose of the project?

Are the (possible) range of uses, locations and 
environments for use of the app clear?

Does the ‘owner’ of the app know what their Medical 
Device and Validation responsibilities are likely to be?

Is everyone clear on what GxP data could be generated 
and where this is ultimately stored and used?



FAST & GOOD can be LESS EXPENSIVE – if you take a 
pragmatic approach to addressing the compliance 
requirements and patient risk assessment



The GxP challenge

Maintain patient safety, data integrity and security

What actually is ‘GxP compliance’?

Novel technologies, development methods and service 
providers

Location, ownership and responsibility of data?

Inconsistent terminology across regulations, guidelines 
and organisations



What is a mobile GxP

application?

Who? Use Case Data Capture

Patient

Health Care 
Professional

Pharma co

Medical 
Device co

Non-critical 
action

Patient 
compliance

Critical action

Data trending

Combination

Survey

Qualitative –
e.g. wellbeing

Quantitative 
transcribed

Quantitative 
automated

Pharmacov.

Automated action?

Submissible to RA?

Data exchange between 
validated systems?

Device novelty?

Replacement of proven 
system?



Categorisation?

Non-validated system

Lifestyle / Wellbeing

Marketing

Validated Information 
System

Infrastructure

Interface / Portal

Medical Device Class I

Component
Data transmission

Application

Medical Device Class II

Component
Data transmission

Application

Combination:
System / Device



What is a mobile GxP 

application?

Many things to many different people, even within a 
single organisation

Rapidly changing

Existing applications evolving

Something relatively unknown from a regulatory 
compliance perspective



How do we achieve 

GxP compliance?

Industry guidance, e.g. GAMP®

A Risk-Based Approach to 
Regulated Mobile Applications

End use driven. What is it 
being used for?

Apply the knowledge and risk-based
approaches you already use

What is new? And what is the same?



What do we need to validate?

What is the App actually being used for?

If it goes wrong, could anyone be hurt?

Risk Assessment

Is it (part of) a Medical Device?

Is it (part of) a Validated System?



Who is responsible for what?

Start from GAMP5® definition of responsibilities:

Regulated Company responsible for regulatory 
status / classification / risks of their “product” based 
upon end-use

Supplier (e.g. Mobile App Developer) responsible for 
developing and documenting their software in a way 
that meets guidelines and best practice



Regulated company viewpoint

A defined CSV process

A defined Medical Device
Design process

Use the existing Supplier 
Approval / Audit process

Meet requirements of established processes within the 
corporation



Mobile App vendor viewpoint

What is ‘GxP Compliance’?

Life science want a QMS and (more) documentation in 
a familiar format

Each App may have significant differences in 
requirements (end use)

Each client can have differing requirements. Why?

This is only one market vertical – it needs to be cost-
effective to support this business



Case Studies



Case Studies

Some real-world examples

Working with an organisation developing new mobile 
solutions for individual clients

This organisation initially had limited experience in 
dealing with the “healthcare” market sector 

Good experience in developing Mobile Apps, plus back 
end database solutions

Three separate projects with different end-uses

Care needed at the boundaries between Medical 
Devices and validated Computerised Systems



Case Study 1

Mobile App receiving data 
from a Medical Device worn 

by the Patient

Data also entered by patient

Data received on central 
database. Viewed and acted 

upon by Healthcare 
Professionals

The App is a Medical Device, and is also 
clearly seen as part of a Medical Device Data 

System (MDDS) for regulatory purposes

The “Class” of Device and System is dependent 
on how the sensing / monitoring part of the 

device is used and how the information is 
used, not the nature of Mobile App software



Case Study 1

The Supplier had no formal QMS, and was asked to 
establish a QMS following an audit by the Client

(The audit took place after the project had started)

ISO 13485 and 21 CFR Part 820 both mentioned

FDA Guidance

• Mobile Medical Applications

• Medical Device Data Systems

21 CFR Part 11 relevance was discussed



Case Study 1

Supplier initially struggled to understand why additional 
documentation was needed, but accepted the Regulated 
Company’s requests

The Regulated Company did take full responsibility for all 
“Regulatory Affairs”

Procedures were written and approved, initially 
documenting existing practice for App design and 
development

New aspects subsequently added to procedures e.g.:

• Improved Traceability from Requirements to Testing

• Installation Qualification

• Capture of Test Evidence



Case Study 1

Security and Data Privacy aspects 
were clearly requested at an early 
stage, and included in URS

• HIPAA

• PIN Codes for mobile app

• User ID and Password for 
Database access

Project requirements were well 
defined at the start

Operational requirements evolved 
rapidly during the project



Case Study 1

Testing and test documentation were 
subcontracted to another partner

IQ Specifications and Protocols used for 
formal testing

Traceability captured on spreadsheets, 
using some data initially reported from 
testing tools

Tight control on mobile device(s) and 
platform used

Possible concerns over audit trail data



Case Study 2

Mobile App using data 
entered by patient concerning 

drugs, doses and symptoms

Data received on central 
database. Used to monitor 
adherence to medication 

regime

Version 1 of the App will not be classed as a 
Medical Device, but…

Developing and Documenting the App as a potential Medical 
Device (future versions connected to monitoring devices)

Developing the central database as a potential 
validated computerised system

(dependent upon future end-use)



Case Study 2

The Regulated Company did not always provide 
consistent direction for the Supplier

Risk-averse strategy due to novel application, hence 
focus on Risk Assessment and FMEA linked to testing

Potential confusion between Medical Device and 
Computer System Validation expertise

Some basic differences in terminology from different 
industries needed recognising and explaining e.g.:

• Quality Assurance

• Design and Development



Case Study 2

User Stories vs. User Requirements?

Good Design Process and Design Reviews 

Multiple levels of testing proposed

• Usability Testing vs. Primary Operating Functions

• User Acceptance Testing vs. User Requirements

The Regulated Company was not familiar with Agile 
development processes

Speed of development and testing was seen by the 
Supplier as being potentially slowed down by 
“compliance” documentation and approval processes



Case Study 2

Regulated Company did take responsibility for collating 
compliance related documentation, for possible Design 
History File, but…

Supplier was asked to draft many of these documents, 
followed by extensive review and approval process

Possible duplication between documents

• Design & Development Plan

• Verification and Validation Plan

• Test Plan

• Quality Agreement



Case Study 2

Practicalities and difficulties 
of testing

• Common use of 
emulation software

• Multiple operating 
systems, Android and iOS

• Multiple mobile devices

• Time Zones and time-
stamping

• Performance testing



Case Study 3

Version 1 of the App will not be classed as a 
Medical Device, but…

Developing and Documenting the App as a potential Medical 
Device or component of a Validated System

Developing the central database as a potential 
validated computerised system for clinical 

trial management 

Mobile App using data 
entered by patient during 

Clinical Trial

Data received on central 
database. Used to manage 
and monitor Clinical Trial

regime



Case Study 3

New company, wanting the supplier to have fully 
operational and compliant processes

Understanding and agreement of regulatory framework 
evolving as the project proceeded

Customer was familiar with Medical Device regulation

Customer was familiar with Agile methodology and its 
use in “regulated” software development



Case Study 3

Focus on software development lifecycle, including 
sprints and testing

Extraction of data from tools as starting point for 
formal documentation

More testing phases and documentation introduced, 
above and beyond existing process

• Controlled Testing, UAT, Beta Testing

• Witnessing and approval of testing

• Testing Tools vs. Paper scripts



So what can we learn from these?

A supplier who is new to the regulated life science 
market needs a defined QMS and processes, whether 
involved in mobile technology or not

Remember the value of Audits, Contracts and Service 
Level Agreements

Regulatory Classification

Commercial  Realities

Technical Realities

Development Processes



Regulatory Classification

Classification of Devices and Systems being driven by end 
use, rather than complexity of technology

Regulated company taking the view of developing with 
potential future use in mind

Reluctance to make claims of mobile applications as 
medical devices / validated systems due to the anticipated 
delays, complexity and cost

Need to define and justify a regulatory classification for 
the solution (even if this may change later)



Commercial Realities

Projects often evolve from (unregulated) proof of concept to 
pilot study without robust challenge of requirements 
specification

Multiple client groups involved during development lifecycle 
– often with different or inconsistent requirements

Significant reliance on vendors to understand and 
achieve customer-specific regulatory requirements

Great results and success are being achieved when there 
is a high level of collaboration between vendors and 
regulated customer

You get what you pay for!



Technical Realities

Mobile Technology changes faster than regulations –
and can even change during a project

Waterfall v Agile, On-premise v Cloud, Paper v 
Electronic – all can be perfectly acceptable

Defining testable requirements remains key

Carry out testing on the right platform(s)

Accept that Mobile application testing does require 
new ways of working



Development Processes

Both parties may need to compromise on standard 
processes and documentation

Defining traceable and testable Requirements
remains key, though these can evolve during a project

Increased emphasis on Design Documents and 
Design Reviews – helps future maintenance

Risk-based testing of software, with evidence recorded

Software tools are widely used in Mobile 
development – accept that these can add value to the 
process



Summary

GxP compliance is driven by the end use

Some things change as we move into the mobile world. 
Some things stay the same. Focus on the compliance / 
technology challenges that are different

Difficulty of classifying the solution in regulatory terms – fit 
it into the closest existing defined category, but be prepared 
for change

Manage the technical and process challenges of these new 
mobile opportunities – be prepared to adapt Requirements 
Definition, Risk Assessment and Testing wisely to ensure 
they add value

Do not say “because we have always done it this way”!



Thank you

Contact: Mark Stevens
Call: +44 (0)115  924 8475 
Email: mark.stevens@formpipe.com
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